Analyzing CrackMe2 with String
Decryption

Objective: Learn to analyze a CrackMe challenge with obfuscated strings by using breakpoints
to observe runtime decryption, then identify and bypass the password validation logic.

Introduction: What Makes This CrackMe Different?

Unlike CrackMe1, which had plaintext strings, CrackMe2 uses string obfuscation. This
means:

Strings are encrypted in the executable

They are decrypted at runtime (when the program runs)

We cannot find password messages by simply searching for strings
We must observe the program's behavior dynamically

Why do programs obfuscate strings?

Hide functionality from static analysis
Prevent detection by antivirus

Protect intellectual property

Make reverse engineering more difficult



Step 1: Load the Executable into the Debugger

Instructions:

1. Open your debugger (x32dbg or OllyDbg)
2. Load CrackMe2.exe:
o File — Open
o Navigate to the CrackMe2.exe file
o Click Open
3. Observe the initial state:
o The debugger pauses at the system initialization code
o Notice the title bar displays "Module: ntdlIl.dll"

What you're seeing: The Windows system loader (ntdll.dll) preparing the program to run. This
is not the actual program code yet.
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% CPU |4 Log |1 Motes ® Breakpoints 8 Memory Map [} call stack &3 SEH 52| Seript & Symbols <¥ source +~ References "W Threads £ Handles
-rEB 07 jmp ntd11.77A39061

33c0 XOr eax,eax
40 inc eax
c3 ret
8B65 E8 mov esp,dword ptr ss:[[ebp-18]
C745 FC FEFFFFFF mov dword ptr ss:|lebp-4[,FFFFFFFE
884D FO mov ecx,dword ptr ss:|[lebp-10]
64:890D 00000000 mov dword ptr |- [0],ecx
59 pop ecx
5F pop edi
5E pop esi
5B pop ebx
c9 Teave
c3 ret
CC int3
CC int3
CC int3
CC int3
CC int3
CC int3
8BFF mov edi,edi
55 push ebp
8BEC mov ebp,esp
83E4 F8 and esp,FFFFFFF8
81EC 70010000 sub esp,170
Al 7043AB77 mov eax,dword ptr ds:[77AB4370]




Step 2: Navigate to the Program Entry Point

Instructions:

1. Run to the Address of Entry Point (AEP):
o Press F9 (or click the blue Run button »)
o The debugger will execute through system initialization
o Execution will pause at the program'’s first instruction
2. Verify you're at the correct location:
o Check the title bar: It should now show "Module: CrackMe2.exe" (or similar)
o The CPU view should display the program's actual code

Important: The "Module:" section changing from "ntdll.dIl" to "CrackMe2.exe" confirms you're
now analyzing the actual program, not Windows system code.
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E8 7D050000 call <IMP.&InitCommonControlss>
6A 00 push 0

E8 2050000 call <IMP.&GetModuleHandleA>
A3 7C304000 mov dword ptr ds:[40307C],eax

OptionalHeader.AddressOfEntryPoint

B

6a 00 push 0

68 2D104000 push crackme2.40102D

6A 00 push 0

6A 01 push 1

FF35 7C304000 push dword ptr ds:[40307C]
E8 19050000 call <IMP.&DialogBoxParamA>
50 push eax

E8 07050000 call <IMP.&ExitProcess>

55 push ebp

8BEC mov ebp,esp

817D 0C 10010000
0F85 C3000000

68 3cC304000

FF75 08

E8 32050000

6A 14

FF35 7C304000
E8 07050000
50

6A 00
68 F7000000
6A 68

cmp dword ptr ss:|febp+Cl],110
jne crackme2.401100

push crackme2.40303cC

push dword ptr ss:|lebp+8&]
call <IMP.&SetWindowTextA>
push 14

push dword ptr ds:[40307C]
call <IMP.&lLoadBitmapA>
push eax

push 0

push F7

push 68

40303c:"TpC [#4]1"




Step 3: Search for Strings

Instructions:

1. Open the strings window:

o While at the Address of Entry Point, press Shift+D
o Alternative: Right-click — Search for — String references
o A window will appear showing all strings found in the executable
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00401000 E8 7D050000 call <JMP.&InitCommonControls> OptionalHeader.AddressOfEntryPoint
) )5 6A 00 push 0
E8 2050000 call <IMP.&GetModuleHandleA>
s 42 FrandAnnn mov dword ptr ds:[40307C],eax
Binary G push 0
Copy 3 push crackme2.40102D
push 0
Breakpoint v push 1
Follow in Dump 4 push dword ptr ds:[40307C]
Follow in Disassembler 3 call <IMP.&DialogBoxParamAs>
Eollow in M, M push eax
orowin Memery Hep call <IMP.&ExitProcessx>
e € push ebp
Help en Symbolic Mame 4 mov ebp,esp
Help on mnemenic Ctrb+F1 cmp dword ptr ss:[[ebp+Cl|,110

Show mnemanic brief Ctrl+Shift+F1
push
Highlighting mode H push
Edit columns... call
Label v push
push
. Comment s Bl
¢ Teggle Bookmark Ctrl+D push

! Trace coverage 3 push

jne crackme2.401100

crackme2.40303C
dword ptr ss:|[ebp+8]
<IMP. &SetWindowTextA>
14

dword ptr ds:[40307C]
<IMP.&LoadBitmapA>
eax

0

40303c:"TDC [#4]"

push F/7
Analysis » push 68
ZIMP.&InitCommonControls> 4% Assemble Space
&’ Patches Ctri+P
. Text:00401000 crackmez.exe:$ int>
* 76227BA9 |return to kernel:
@Woump1  @lipumpz  @pun ¢ SetEIPHere i llocsls LS Struct oo EEETE
RAoaress [hex ]4> Create New Thread Here 001 fg;ggg kernel3z.BaseThre
ég gg gg gg gg gg gg &2 Goto » 779EC3AB|return to ntdll.F
003DEQOD
00 00 02 0018C 59 98 - 0GCAAGCD
ZO LD LIy Search for » Jf Current Region v 00000000
z 00000000
= Ll Find references to ¥ oy Current Module b &, Command Cirl+Shift+F 003DEDOO
e 00000000
F ZZ[40 00 00 U0 000000 v | B
AR 55 otk All User Modules % Constant gggggggg
£ 25 71de cD < All System Modules b String references Shift+D 00000000
L 28l . 00000000
S0.CE A8 Ci20 S All Modules b [ Intermodular calls 00000000
00 00 00 00 g AF 98 4 DODODOD,
L &
0|02 00 04 00(DOAF = 00 00 00|57 14 01 E7] ... B & Pattern Ctrl+ Shift+B 00000000
46 15 C5 43|A5 FE 00 8D|EE E3 D3 F0|06 00 00 00 @ cun

2. Observe the strings:

o You'll notice many strings appear obfuscated or encrypted
o These are NOT readable text - they're encrypted!

3. What you WON'T find:

o Clear messages like "Correct password!" or "Access denied!"

o Obvious validation logic
o Readable error messages

Why strings are obfuscated: The program encrypts strings at compile time and decrypts them
at runtime. This prevents analysts from finding interesting code by searching for obvious strings.

Since we cannot identify interesting strings by reading them, we need a different approach:
observe the program decrypt them at runtime.



Step 4: Strategic Breakpoint Placement

The Strategy:
Since we don't know which strings are important, we'll:

Set breakpoints on unique encrypted strings
Run the program and let it hit each breakpoint
Observe if the string gets decrypted

Identify what the decrypted string reveals

wnh =

Instructions:

1. In the strings window (Shift+D):
o Identify unique encrypted strings (avoid duplicates)
o Select diverse strings from different parts of the program
2. Set breakpoints on strings: Method A - From the strings window:
o Double-click on an encrypted string
o This takes you to where that string is referenced in the code
o Press F2 to set a breakpoint at that location
o The line will be highlighted (usually red)
3. Method B - Right-click method:
o Right-click on the string reference
o Select "Toggle Breakpoint" or "Set Breakpoint"
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00401030 | push crackme2. 40303C 0040303C | "TDC [#4]"

004011F 7 [ mrich ceackman anannn 00403000 [ "NLLIWAAN/KIAFIK. "

0040121 T 0040300F [ "NLLIYAAN HINALIK. "

D04012; & Follow in Disassembler 0040301F | "M}z {1 F1Faho,Mnk/xnv. "

004012] gl ; 0040301F | "M}z {ji }1faho/Mnk/xnv.

004p12, B4 Follow in Dump 0040301F | "Mz {37 F1Faho mnk xnv. "

004012 00403000 | "NLLIVW/KIAFIK. ™

0040120 & Toggle Breakpoint F2 00403000 | "NLLIWVY\\/KIAFIK. ™

004012, 0040300F | "NLLIVYW\ O\ /HINALIK. "

0040120 @, Set breakpoint on all commands 00403000 | "NLLIWW\ N\ /KIAFIK. ™

0040120 00403000 | "NLLIYVYW\ A\ /KIAFIK. ™

0040121 “®  Remove breakpoint on all commands 0040300F | "NLLIVW\N/HINALJK. ™

004013 00403045 | "About"

004044, 00E7DACD | L"ak"

004058l ﬁ Toggle Bookmark Ctrl+D O067DADD [ L"ak™

004060 0067DADD | L"ak"

0041831 R 00051000 | L"ndows . staterepositoryclient.d]1ext-ms-onecore-:
0041891 Follow in Disassembly and Dump 00051000 | L"ndows. staterepositoryclient.dllext-ms-onecore—:
0041B9: L. 00051000 | L"ndows . staterepositoryclient.dllext-ms-onecore—;
0041B9; Follow string in Dump 00051200 | L"or-11-1-0ext-ms-onecor e-dcomp-11-1-0dcomp. d1le:
0041B3| 00051200 | L"or-11-1-0ext-ms-onecor e-dcomp-11-1-0dcomp.dlle;
004184 H 001DE200 | "2 PP P PP PP PP TP P TP T TP P TR T TR TRITIPRTITIIIITITY
0041C1; Search... 00051200 | L"or-11-1-0ext-ms—onecor e-dcomp-11-1-0dcomp. d11e:
DO41CA0 [ C » 00051200 | L"or-11-1-0ext-ms-onecor e-dcomp-11-1-0dcomp. d1le;
oo41cz) 4 opy 00051200 | L"or-11-1-0ext-ms-onecare-dcomp-T11-1-0dcomp.dlle:
0041027 TTaaueax; S TZo 00051200 | L"or-11-1-0ext-ms-onecore-dcomp-T11-1-0dcomp. d1le:
0041C313 | adc byte ptr ds:[51000],al 00051000 | L"ndows. staterepositoryclient.dllext-ms-onecore—i
0041C219 | adc byte ptr ds:[51200],al 00051200 | L"or-11-1-0ext-ms-onecore-dcomp-11-1-0odcomp. d11e:
0041C3C0 | adc byte ptr ds:[51200],al 00051200 | L"or-11-1-0ext-ms-onecore-dcomp-11-1-0odcomp. d11e:
0041C467 | adc al,byte ptr ds: [51200] 00051200 | L"or-11-1-0ext-ms-onecore-dcomp-11-1-0dcomp.dlle:
0041C460 | adc al,byte ptr ds: [51000] 00051000 | L"ndows. staterepositoryclient.dllext-ms-onecore-;
0041C50C | add eax,51200 00051200 | L"or-11-1-0ext-ms-onecor e-dcomp-11-1-0dcomp.dlle;
0041C511 | ade al,byte ptr ds:[51200] 00051200 | L"or-11-1-0ext-ms-onecor e-dcomp-11-1-0dcomp.dlle;
0041C51E | add eax,51200 00051200 | L"or-11-1-0ext-ms-onecor e-dcomp-11-1-0dcomp.dlle;
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00401020 | push crackmez. 40303C 0040303C | "TDC [#4]1"

d push crackmez. 403000 00403000 | "NLLIY AN KIAFIE. "

00401202 | push crackmez. 40300F 0040300F | "NLLI' MWW\ /HINALIK. "

00401220 | push crackmez. 40301F 0040201F | "M}z {ji }1faho/mnk/xnv."

00401237 | push crackmez. 40301F 0040301F | "M}z {1’ }1faho/mnk/xnv."

00401242 | push crackmez. 40301F 0040201F | "M}z {ji }1faho/mnk/xnv."

0040126E | push crackme2. 403000 00403000 | "NLL IS /KIAFIK. "

00401282 | push crackmez. 403000 00403000 | "NLL I /KIAFIK. ™

00401241 | push crackmez. 40300F 0040300F | "NLLIYY W\ /HINALIK. "

004012C0 | push crackmez. 403000 00403000 | "NLLIY S KIAFIK. ™

00401202 | push crackmez. 403000 00403000 | "MLL' KIAFIK. ™

004012DE | push crackmez. 40300F 0040300F | "NLLIYY W/ HINALIK. "

0040131E | push crackme2. 403045 00403045 | "About™

00404447 | inc dword ptr ds:[edx+67DA00O] 0067DAD0 | L™ ak™

004058EF | inc dword ptr ds:[edx+6&7DA0O] O067DADD | L"ak™

00406097 | inc dword ptr ds: [edx+6&7DA0O] Q067DADD | L"ak™

00418302 | add eax,51000 00051000 | L"ndows . staterepositoryclient.dllext-ms—«
0041B30E | adc byte ptr ds:[51000],al 00051000 | L"ndows . staterepositoryclient.dllext-ms—«
00418914 | adc byte ptr ds:[51000],al 00051000 | L"ndows . staterepositoryclient.dllext-ms—«
00418914 | adc al,byte ptr ds:[51200] 00051200 | L"or-11-1-0ext-ms-onecore-dcomp-11-1-0dce
00418988 | adc byte ptr ds:[51200],al 00051200 | L"or-11-1-0ext-ms—-onecora-dcomp-11-1-0dee
004182l | add byte ptr ds: [ebx+esi+1De200] ,ch O0AD G200 | M PR R T R P T P P T P TP P TP P T TITT I TTITT
0041C12E | add eax,51200 00051200 | L"or-11-1-0ext-ms-onecore-dcomp-11-1-0dce
0041C1D8 | add eax,51200 00051200 | L"or-11-1-0ext-ms-onecore-dcomp-11-1-0dce
0o41Cc2e6| ade al,byte ptr ds:[51200] 00051200 | L"or-11-1-0ext-ms—-onecore-dcomp-11-1-0dce
0041C272| add eax,51200 00051200 | L"or-11-1-0ext-ms—-onecore-dcomp-11-1-0dce
0041C313 | ade byte ptr ds:[51000],al 00051000 | L"ndows . staterepositoryclient.dllext-ms—«
0041C319 | adc byte ptr ds:[51200],al 00051200 | L"or-11-1-0ext-ms-onecor e-dcomp-11-1-0dce
0041C3C0| adec byte ptr ds:[51200],al 00051200 | L"or-11-1-0ext-ms-onecor e-dcomp-11-1-0dct
0041C467 | adc al,byte ptr ds:[51200] 00051200 | L"or-11-1-0ext-ms-onecor e-dcomp-11-1-0dce
0041C46D0 | adc al,byte ptr ds: [51000] 00051000 | L"ndows . staterepositoryclient.dllext-ms—«
0041C50C | add eax,51200 00051200 | L"or-11-1-0ext-ms-onecore-dcomp-11-1-0dee
0041C511 | adc al,byte ptr ds:[51200] 00051200 | L"or-11-1-0ext-ms-onecore-dcomp-11-1-0dc«
0041C51E | add eax,51200 00051200 | L"or-11-1-0ext-ms-onecore-dcomp-11-1-0dc«
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68 00304000

E8 1A030000

6A OF

68 0F304000

E8 0E030000

FFO5 84304000

813D 84304000 F401000

<

74 0c

813D 84304000 F401000
76 2D

6A 16

68 1F304000
E8 E4020000
68 1F304000
FF35 80304000
E8 35030000
6A 16

68 1F304000
E8 8020000

~ E9 B4000000
6A 0C

68 5D304000
6A 6B

FF75 08

E8 EF020000
83F8 0B

<

push
call
push
push
call

crackmeZ. 403000
crackme2.40151B
E

crackme2.40300F
crackme2.40151B

inc dword ptr ds:[403084]
cmp dword ptr ds:[403084],1F4
je crackme2.401228B
cmp dword ptr ds:[403084],1F4
jbe crackme2.401258

16

push
push
call
push
push
call
push
push
call

crackme2.40301F
crackme2.401518B
crackme2.40301F

dword ptr ds:[403080]
<IMP . &SetWindowTextA>
16

crackme2.40301F
crackme2.40151B

jmp crackme2.40130C

push
push
push
push
call

C

crackme2.40305D

6B

dword ptr ss:|[ebp+8]
<IMP.&GetD1gItemTextA>

cmp eax,B

403000: "NLLIN\AN/KIJAFIK. ™

40300F - "NLLINN\\/HINA[JIK. "

40301F: "M}z {ji }1fah0/Mnk/xnv."
40301F: "M}z {ji }1fah0/Mnk/xnv."

40301F: "M}z {ji }1fah0/Mnk/xnv."




Step 5: Execute to First Breakpoint

Instructions:

1. Run the program:
o Press F9 (Run)

o The program will execute until it hits your first breakpoint

2. The program window may appear:
o The CrackMe2 GUI might display
o It may prompt for a password
o | have entered 123 as a password
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403000: "NLLINN\\/KJAFIK. ™

40300F : "NLLINNNN/HINALIK. ™

B cru | Log | 1 Motes ® Breakpoints  ® MemoryMap  [) Call Stack S SEH |o] script %] Symbols <> Source
68 00304000 push crackme2.403000
E8 1A030000 call crackme2.40151B
6A OF push F
68 OF304000 push crackme?.40300F
E8 O0E030000 call crackme2.40151B
FFO5 84304000 inc dword ptr ds:[403084]
813D 84304000 F401000(cmp dword ptr ds:[403084],1r4
« 74 0C je crackme?.40122B
813D 84304000 F401000(cmp dword ptr ds:[403084],1r4
- 76 2D jbe crackme2.401258
6A 16 push 16
68 1F304000 push crackme2.40301F
E8 E4020000 call crackme2.40151B
68 1F304000 push crackme2.40301F
FF35 80304000 push dword ptr ds:[403080]
E8 35030000 call <IMP.&SetWindowTextA>
6A 16 push 16
68 1F304000 push crackme2.40301F
E8 €8020000 call crackme2.40151B
~ E9 B4000000 jmp crackme2.40130C
6A 0OC push
68 5D304000 push crackme?.40305D FREERY Ab
6A 6B push 6B e
FF75 08 push dword ptr ss:|lebp+8]
E8 EF020000 call <IMP.&GetDlgItemTextA>
83F8 0B cmp eax,B

0B: "\v'

3. Execution pauses at first breakpoint:

o The debugger stops at the first string reference you marked
o The highlighted line shows where you are in the code

4. Observe the encrypted string:
o Look at the string at this location
o Note that it's still encrypted/obfuscated
o Example: "N@@SSS\ /H]NA[JK."

40301F:"M}z{ji }1fah0/Mnk/xnv."

40301F:"M}z{ji }1fah0/Mnk/xnv."

"M}z{ji }1fah0/Mnk/xnv."
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68 00304000 push crackme2.403000 403000: "ACCESS DENIED!™
E8 1A030000 call crackme2.40151B
4 6A OF push F
00401203 68 0F304000 push crackme2.40300F 40300F : "NLLIAMN\N/HINALIK. "
00401208 E8 0E030000 call crackme2.40151B
0040120D FF05 84304000 inc dword ptr ds:[403084]
00401213 813D 84304000 F401000(cmp dword ptr ds:[4030847,1F4
0040121D « 74 0C je crackme2.401228B
0040121F 813D 84304000 F401000(cmp dword ptr ds:[403084],1r4
00401229 | - 76 2D jbe crackme?.401258
00401228 6A 16 push 16
0040122D 68 1F304000 push crackme2.40301F 40301F: "M}z {ji }1fah0/Mnk/xnv."
00401232 E8 E4020000 call crackme2.40151B
00401237 68 1F304000 push crackme2.40301F 40301F: "M}z {ji }1fah0/Mnk/xnv."
0040123c FF35 80304000 push dword ptr ds:[403080]
00401242 E8 35030000 call <IMP.&setwindowTextA>
00401247 6A 16 push 16
00401249 68 1F304000 push crackme2.40301F 40301F: "M}z {ji }1fah0/Mnk/xnv."
0040124E E8 c8020000 call crackme2.40151B
00401253 | - E9 B4000000 jmp crackme2.40130¢
00401258 6A 0C push C
0040125A 68 5D304000 push crackme2.40305D
0040125F 6A 6B push 6B
00401261 FF75 08 push dword ptr ss:|[ebp+8]
00401264 E8 EF020000 call <IMP.&GetDlgItemTextA>
00401269 83F8 0B cmp eax,B eax:"ACCESS DENIED!"™, 0B: '\v'

It seems the function between our previous string breakpoint and our current one,

crackme2.40151B, decrypted the string
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68 00304000 push crackme2.403000 403000: "ACCESS DENIEDI"
E8 1A030000 €all crackme2.401518B
00401201 6A OF push F
68 OF304000 push crackme2.40300F 40300F: "NLLI\N\\\/HINALIK. "
00401208 E8 0E030000 €all crackme?.4019crackme2. 00401518
0040120D FFO5 84304000 inc dword ptr ds:[[Push ebp
00401213 813D 84304000 F401000(cmp dword ptr ds: [mov ebp,esp
0040121p | ~ 74 OC je crackme2.40122¢Push ecxd d -Pebp. 8
0040121F | 813D 84304000 F401000 mov eax,dword ptr ss:[Jebp+8]]

cmp dword ptr ds:

xXor

ecx,ecx

v i q
coicizzs | - 7ot R L e A -
00401220 | 68 1F304000 push crackme2.403ino ecx, dword ptr ss:[lebp-Cl

"M}z {ji }1fah0/Mnk/xnv.

E8 E4020000 call crackme2.40194ne crackme?.401524
0040123/ 68 1F304000 push crackme2.403(pop ecx E"MYz{ji }1fah0/Mnk/xnv."
0040123cC FF35 80304000 push dword ptr ds{leave
00401242 E8 35030000 €all <IMP.&setWindret &
00401247 6A 16 push 16
00401249 68 1F304000 push crackme2.40301F 40301F: "M}z {ji }1fah0/Mnk/xnv."
0040124 E8 C8020000 call crackme2.40151B
00401253 | ~ E9 B4000000 jmp crackme2.40130C
00401258 6A 0C push C
0040125A 68 50304000 push crackme2.40305D
0040125F 6A 6B push 6B
00401261 FF75 08 push dword ptr ss:|lebp+8&]
00401264 E8 EF020000 call <IMP.&GetDlgItemTextA>
83F8 0B cmp eax,B eax:"ACCESS DENIED!", OB: '\v'
H “ ” “
From this, we can see that the encrypted text, “NLLJWVH]NA[JK.” was actually “ACCESS

GRANTED!” Perfect.
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CoE 0 Y B bt [l &S #H# A BB ®chedforupdates
Blcru  [Jlog  [Onotes  ® Breakponts M8 MemoryMap  (JlCalStack  S@SEH o/ Saipt  @symbols <> Source S References W Threads #Handes  §7 Trace
837D 10 69 cmp dword ptr ss:|[ebp+10],69 69: "'
~ OF85 F5000000 jne crackme?.4012EA
6A OE push E
68 00304000 push crackme2.403000 403000: "ACCESS DENIED!"
004011FC E8 1A030000 call crackme2.40151B
00401201 6A OF push F
68 0F304000 push crackme2.40300F 40300F: "ACCESS GRANTED!™
E8 0E030000 call crackme?.40151B
00401200 FF05 84304000 inc dword ptr ds:[403084]
813D 84304000 F401000(cmp dword ptr ds:[403084],1F4
« 74 0C je crackme2.40122B
813D 84304000 F401000(cmp dword ptr ds:[403084],1F4
« 76 2D jbe crackme2.401258
6a 16 push 16
68 1F304000 push crackme2.40301F 40301F:"M}z{ji }1fah0/Mnk/xnv."
E8 E4020000 call crackme2.40151B
68 1F304000 push crackme2.40301F 40301F:"M}z{ji }1fah0/Mnk/xnv."
FF35 80304000 push dword ptr ds:[403080]
E8 35030000 call <IMP.&SetWindowTextA>
6a 16 push 16
68 1F304000 push crackme2.40301F 40301F:"M}z{ji }1fah0/Mnk/xnv."
E8 C8020000 call crackme2.40151B
~ E9 B4000000 jmp crackme2.40130C
6A 0C push C
68 5D304000 push crackme2.40305D
6A 6B push 6B




Step 6: Analyze the Password Validation Logic

ﬂ crackme2.exe - PID: 208 - Medule: crackme2.exe - Thread: Main Thread 5352 - x32dbg
File View Debug Tracing Plugins Favourites Options Help Aug 192025 (TitanEngine)
CoE =0 vt w§ tall 2 #f# A BB ®chedorupdates
Bcu  [Flog  [dlNotes @ Breckpoints ™ MemoryMap () CalStack  S@SEH  [of Saipt @ symbols <> Sowce 0 References W Threads @ Handes  £7 Trace
0040125A 68 5D304000 push crackme2.40305D 40305D: 123"
0040125F 6A 6B push 6B
00401261 FF75 08 push dword ptr ss:|[ebp+8]
00401264 E8 EF020000 call <IMP.&GetDlgItemTextA>
83F8 0B cmp eax,B 0B: "\v'
~ 72 10 jb crackme2.40127E
68 00304000 push crackme2.403000 403000: "ACCESS DENIED!™
00401273 FF35 80304000 push dword ptr ds:[403080]
00401279 E8 FE020000 call <JIMP.&SetwWindowTextA>
0040127 85c0 test eax,eax
00401280 | ~ 75 10 jne crackme2.401292
00401282 68 00304000 push crackme2.403000 403000: "ACCESS DENIED!™
00401287 FF35 80304000 push dword ptr ds:[403080]
0040128D E8 EA020000 call <IMP.&SetwWindowTextA>
00401292 50 push eax
00401293 68 5D304000 push crackme2.40305D 40305D: "123"
00401298 E8 84010000 call crackme2.401421
0040129D 0BCO or eax,eax
0040129F ~ 75 1F jne crackme2.4012c0
0040121 68 0F304000 push crackme2.40300F 40300F : "ACCESS GRANTED!"
004012A6 FF35 80304000 push dword ptr ds:[403080]
004012AC E8 cB020000 call <JIMP.&SetwWindowTextA>
00401281 6A 00 push 0
00401283 FF35 80304000 push dword ptr ds:[403080]
00401289 E8 88020000 call <IMP.&Enablewindow>
004012BE ~ EB 10 jmp crackme2.4012D0

Once the initial strings are decoded, a comparison operation is performed, checking the

character count of what the user inputted as the password with the hex value ‘B’, 11 in decimal
Sum— ,
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CoE S0 ¥ 9§ tall 2P A BB ®chedforupdates

By [Flog  [Tinotes  ® preskpoints M MemoryMap () CallStack  SWSEH  Jo| Sript %l Symbols <> Source .0 References W Threads Ml Handes 7 Trace

0040121D] ~ 74 OC je crackme2.40122B
0040121F 813D 84304000 F401000(cmp dword ptr ds:[403084],1F4
00401229 | « 76 2D jbe crackme2.401258
00401228 6A 16 push 16
0040122D 68 1F304000 push crackme?.40301F 40301F: "M}z{ji }1fah0/Mnk/xnv."
E8 E4020000 call crackme2.40151B
00401237 68 1F304000 push crackme2.40301F 40301F: "M}z{ji }1fahO/Mnk/xnv."
0040123c FF35 80304000 push dword ptr ds:[403080]
00401242 E8 35030000 call <IMP.&SetWindowTextA>
00401247 6A 16 push 16
00401249 68 1F304000 push crackme?.40301F 40301F: "M}z{ji }1fah0/Mnk/xnv."
0040124E E8 8020000 call crackme?.40151B
00401253 | ~ E9 B4000000 jmp crackme2.40130C
00401258 6A 0C push C
68 50304000 push crackme?.40305D 40305p:"123"
0040125F 6A 6B push 6B
00401261 FF75 08 push dword ptr ss:|[lebp+8]
00401264 E8 EF020000 call <JIMP.&GetDlgItemTextA>
83F8 0B cmp eax,B 0B: "\v'
~ 72 10 jb crackme2.40127E
68 00304000 push crackme?.403000 403000: "ACCESS DENIED!™
FF35 80304000 push dword ptr ds:[403080]
E8 FE020000 call <IMP.&SetWindowTextA>
85C0 test eax,eax
~ 75 10 jne crackme?.401292
00401282 68 00304000 push crackme2.403000 403000: "ACCESS DENIED!"™
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itanEngine)

tw @l & =2@ P fr# AL B ®checkhorupdaes
[iNotes @ Breakpoints ™M MemoryMap () CalStack  S@seH [/ Saipt  Fsymbos O Sowce SO References W Thieads  @hHandes  §7 Trace
——4004012ID | - 74 OC je crackme2.401228 wide FPU
| € 0040121F 813D 84304000 F401000(cmp dword ptr ds:[403084],1F4 ’—
i 0401229 76 2D jbe crackme2.401258 EX 00000001
{-->4/00401228 6A 16 push 16 ECX  66165BFE
€(0040122D 68 1F304000 push crackme2.40301F 40301F: "M}z{ji }1fah0/Mnk/xnv." = ooboocea)
E8 E4020000 call crackme2.401518 ESP  0019F8B8
00401237 68 1F304000 push crackme2.40301F 40301F: "M}z{ji }1fah0/Mnk/xnv." 51 0040102 crackmez.oosoiow
40040123C FF35 80304000 push dword ptr ds:[403080]
€ 00401242 E8 35030000 call <ivp.&setwindowTextA> EIP 00401265 Gl SO
00401247 6A 16 push 16 L G
400401249 68 1F304000 push crackme2.40301F 40301F: "M}z{ji }1fah0/Mnk/xnv." 0 BE1 a1
#(0040124€ E8 8020000 call crackme2.401518 Eo ZEoDEo
0401253 |~ E9 B4000000 jmp crackme2.40130C
1401258 6A 0C push € LastError D0DDOODO (ERROR_SUCCESS)
88 50304000 bush crackme2.403050 403050: "123" Laststatus CO000034 (STATUS_OBJECT_NAHE_NOT_FOUND)
0040125F 6A 6B push 68 G5 0028 Fs 0053
00401261 FE75 08 push dword ptr ss:[ebp+8] BEm B
00401264 E8 EF020000 ca <IMP . &GetDTgIltemTextA> (o
(£ p IR 83F8 0B 0B: "\v* ST(0) 00000000000000000000 X87F0 EmPTy 0.000000000000000
———-@0040126¢ | ~ 72 10 b crackme2.40127E ) e T By S
H 68 00304000 push crackme2.403000 403000: "ACCESS DENIED!" gg% S Ay e
i FF35 80304000 push dword ptr ds:[403080] a8 3 ¥ soobeaos0000)
; E8 FE020000 €all <IMP._&SetWindowTextA> it s ononmnmnmanonen
. . ggcgn ;ﬁitcle’c:z;.mugz Defeult (scal) ~15 Ll Urdode
| 400401282 | 68 00304000 push crackme2. 403000 403000: "ACCESS DENIED!" 2 Teoora] oocioste bostosir o |
i 5i [espic] 00000111 00000111
4: [esp+10] 00000063 00000069
s 5i [espris) 00480426 00480428
\TeXE:00401269 crackmez. exc: 51263 #669 '

We can bypass this by changing the ZF to 1, where the code then thinks that the password
passed the verification and then passes the Access Granted output onto the Dialog box

% crackme2.exe - PID: 136 - Module: crackme2.exe - Thread: Main Thread 7184 - x32dbg

File View Debug Tacing Plugins Favourites Options Help Aug 192025 (TitanEngine)
coE /a0 T 9§ tanl P2 ex# a B ¥ohekfrlpdates
Bou  (Plog  [ONotes  ® Brekponts ™ MemoryMap [ CalStack  =@SEH (o] Saipt @ symbos <> Souce S References W Threads  @hiHandes ¥ Trace
0040121F 813D 84304000 F401000(cmp dword ptr ds:[4030841,1F4 wide FPU
00401229 | ~ 76 20 jbe crackme2.401258
00401228 6A 16 push 16 Tox 00000001
00401220 68 1F304000 push crackme2.40301F 40301F: "M}z{ji }1fah0/Mnk/xnv." ECX  E2734831
E& E4020000 €all crackme2.40151B B S
0040123/ 68 1F304000 push crackme?.40301F 40301F: "M}z {ji }1fah0/Mnk/xnv." EsP  o019Fame §
0040123C FF35 80304000 push dword ptr ds: [403080] 51 00401020 crackme2.004010
00401242 E8 35030000 €all <IMP._&SetWindowTextA> SIS DSty
00401247 6A 16 pHSh 16 EIP 0040126C crackme2.0040126C
00401249 68 1F304000 push crackme2.40301F 40301F: "M}z {ji }1fah0/Mnk/xnv. " D e
0040124E £8 €8020000 €all crackme2.40151B ZF 1 PF O AF 1
0401253 | ~ E9 B4000000 jmp crackme2.40130c oS e
400401258 6A 0C push ¢
— gi gg304000 gzzu ggac"”‘ez-“““" 40305D: 7123 A G (PR
00401261 FF75 08 push dword ptr ss:[[ebp+8] [ebp+08]:L"in-service-winsvc-11-2-0a | 6s 0oz8 Fs ooss
00401264 £8 EF020000 call <Ivp.&GetDlgItemTextA> Bolh P
83F8 OB cmp eax,B 0B:'\v' -
0040126 EEERT 3b! crackme2. 40127 ST¢0) 0000O0O00D000O0O000D XE7FO EMPEy 0.
68 00304000 push crackme2.403000 403000: "ACCESS DENIED!" STE2) 20009000000500000000 xarrs Enoty ol
00401273 FF35 80304000 push dword ptr ds:[403080] ST(3) 00000000000000000000 X373 EMPEy O
00401279 E8 FE020000 call <IMP.&SetwindowTextA> B e e Y
L—>9/0040127E 85c0 test eax,eax s S
————— 00401280 | ~ 75 10 jne crackme2.401292
00401282 68 00304000 push crackme2.403000 403000: "ACCESS DENIED!" ‘f_"’;‘f“":"’m“w S
00401287 FF35 80304000 push dword ptr ds:[403080] 31 [eshi8] 0003047C DODEOATC L in-service
3: [esp+C] 00000111 00000111
P kmez dos0127 E e
L Texti0040126C Crackmez. exe: $126C #66C

O015FsEa |

Next, we see the JNE instruction, which will determine which sentence will be printed



M crackme2.exe - PID: 136 - Module: crackme2.exe - Thread: Main Thread 7184 - x32dbg
5 (TitanEngine)

File View Debug Tracing Plugins Favourites Options Help Aug 1920
coE 20 e 9§ tal 2@ f# A LB ®chekfrudates

BEcru  [log  [Jinotes  ® preskpoints M MemoryMap  (Jcalstak  S@seH [0 st @ symbols <> source
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6a 0OC push C
68 5D304000 push crackme2.40305D
0040125F 6A 6B push 68 ShX D0o0001
00401261 FF75 08 push dword ptr ss:|[ebp+8] [ebp+08]:L"in-service-winsve-11-2-0a ECX  E2734831
00401264 E8 EF020000 call <IMP.&GetDlgItemTextA> O
83F8 OB cmp eax,B 0B: "\’ oo oorarsse
----- v 72 10 ib crackme2.40127€ R s
68 00304000 push crackme2.403000 403000: "ACCESS DENIED!"
FF35 80304000 push dword ptr ds:[403080] EIP  0040129F cra
ES8 FE020000 call <IMP.&setwindowTextA> TS GEETTIER
= 85C0 test eax,eax ZE O
© 75 10 jne crackme2.401292 X o Ee
68 00304000 push crackme2.403000 403000: "ACCESS DENIED!" .
FF35 80304000 push dword ptr ds:[403080] rasterres  (M000000 (H
E8 EA020000 call <IMP.&SetwindowTextA> ST GRIEd (5
S 50 push eax GS 0028 FS 0053
68 5D304000 push crackme2.40305D i it
E8 84010000 call crackme2.401421 A—
- I (751 Shelcrackne2, 4012¢0 S s
004012A1 68 O0F304000 push crackme2.40300F 40300F : "ACCESS GRANTED!" ST(3) 0000000000000000
0040126 FF35 80304000 push dword ptr ds:[403080] N
004012AC E8 CB020000 call <IMP.&SetWindowTextA> T
00401281 6A 00 push 0
00401283 | |FF35 80304000 push dword ptr ds:[403080] e e—
00401289 E8 88020000 call <IMP.&Enablewindow> 2t [esg:s] 0005047C 0OC
3: [esp+C] 00000111 OOC
4: [esp+10) 00000069 OC
s

Jump is_taken
crackmez.004012C0

_TEXT:0040129F crackmez.exe:$129F #69F

i [esp+14] 002800FC 00

Same step, change the ZF to 1 to prevent the jump

# crackme2.exe - PID: 136 - Module: crackme2.exe - Thread: Main Thread 7184 - x32dbg
File View Debug Tracing Plugins Favourites Options Help Aug 19
c9E 310 Y g talllfEs e # A B EH Fohekhoripdates

(TitanEngine)

By [Flog  [lotes  ® Bredponts ™ MemoryMep [ CalStack  =@SEH  [o/Saipt @ symbok < Sowce /) References

‘ Treads i Hondes ¥ Trace

6A OC push C wide Feu
68 5D304000 push crackme2.40305D
0040125F 6A 68 push 68 Tox 00000001
00401261 FF75 08 push dword ptr ss:|[[ebp+8] [ebp+08]:L"in-service-winsvc-11-2-0a |Ecx E2734831
00401264 E8 EF020000 €all <IMP.&GetDlgItemTextA> A
83F8 0B cmp eax,B 0B: "\ s ooisrsss .
0040126C | ~ 72 10 jb crackme2.40127€ =T o0 1 070 SN o< kme2 0 71020 i
68 00304000 push crackme?.403000 403000 "ACCESS DENIED!™ BB CUEEE TG
FF35 80304000 push dword ptr ds: [403080] EIP  0040129F  crackme2.0040125F
E8 FE020000 call <IMP.&SetWindowTextA> GINES TR
85c0 test eax,eax ZE1 PFO AF O
-~ 75 10 jne crackme2.401292 orgolyefolnao)
68 00304000 push crackme2.403000 403000: "ACCESS DENIED!™
. LastError 00000000 (ERROR_SUCCESS)
st el o LB, R R e
50 push eax G5 0028 FS 0053
68 5D304000 push crackme2.40305D £5 0028 os poze
E8 84010000 €all crackme2.401421 -
ORCO or eax ax ST(0) 08000000000000000000 X870 EMPTY O
0 : ST(1) 00000000000000000000 X87r1 EMPTY O
Fg— ~75 1F ne| crackme2.4012c0
68 OF304000 push crackme2 . 40300F 10300F : "ACCESS GRANTED!" $7(5) Saooonoonmonoonocd xarra crosy 0
FF35 80304000 push dword ptr ds: [403080] O s TS i
£8 CB020000 €all <IMP.&setwindowTexta> POMR IR BERLD
E23g080304000 SE;E gwor‘d ptr ds:[403080] Default (stical)
00401289 E8 88020000 €all <IMP.&Enablewindows 3 1502l Bonsoane oososrc L moservace
Shic] 000OO11] 00000111
[esp+10] 00000063 00000069

mp is_not taken
Crackmez.004012C0

-TEXT:0040129F crackmez.exe:$§129F #69F

: [esprla] DO2EOOFC DO2BODFC

At this point, click the run again, and you will see the message ACCESS GRANTED.



= crackme2.exe - PID: 5368 - Module: crackme2.exe - Thread: Main Thread 6464 - x32dbg

File View Debug Tacing Plugins Fevourites Options Help Aug 19 2025 (TitanEngine)

CoE =0t %y tull oS @ # | s L B ®chedfrupdaes

B [ Flog ot ® pBreskpoints W Memory Map [ Call Stack
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FF35 80304000
E8 FE020000
85¢0

<

75 10

68 00304000
FF35 80304000
E8 EA020000

50

68 50304000
E8 84010000
0BCO

75 1F

68 0F304000
FF35 80304000
E8 CcB020000
6A 00

FF35 80304000
E8 88020000

<

«

EB 10

68 00304000
FF35 80304000
E8 AC020000
6A OF

68 00304000
E8 3F020000
6A OF

push dword ptr ds:[403080]
call <IMP.&SetwWindowTextA>
test eax,eax

jne crackme2?.401292

push crackme2.403000

push dword ptr ds:[403080]
call <IMP.&SetWindowTextA>
push eax

push crackme2.40305D

call crackme2.401421

or eax,eax

jne crackme2.4012c0

push crackme2.40300F

push dword ptr ds:[403080]
call <IMP.&SetWindowTextA>
push 0O

push dword ptr ds:[403080]
€all <IMP.&Enablewindow>
jmp crackme2.4012p0

push crackme2.403000

push dword ptr ds:[403080]
call <IMP.&SetwWindowTextA>
push E

push crackme2.403000

call crackme2.40151B

push F

403000: "NLLIA\N\\/KIAFIK. "

HINA[IK. ™

40300F : "NLLJ

403000: "NLLIA\N\\/KJAFIK. "

403000: "NLLINN\N/KIAFIK. "

el O

Zrackmez. 00401200

.TEXT:004012BE crackme2.exe:$12BE #6BE
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