Steps to Patch CrackMe1 Executable

Objective: Learn to bypass password validation in a simple executable by identifying and
patching conditional jump instructions using a debugger.

e Open your debugger (x32dbg or OllyDbg)
e Load the sample:
o File — Open (or drag and drop CrackMe1.exe)
e Observe the initial state:
o Notice the title bar shows "Module: ntdil.dIl" instead of the actual program
o This is because the debugger pauses at the system loader, not the program's
entry point

Why this matters: The system loader (ntdll.dll) is Windows' internal code that prepares
programs to run. We need to let this complete to reach the actual program code.
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~rEB 07 Jmp_ ntd11.772693D1

7 33c0 Xor eax,eax
7 40 inc eax
7 c3 BER
7 8B65 E8 mov esp,dword ptr ss:|[[ebp-18]
7 C745 FC FEFFFFFF mov dword ptr ss:|lebp-4[|,FFFFFFFE
7 84D FO mov ecx,dword ptr ss:|[[ebp-10]
7 64:890D 00000000 mov dword ptr [ll: [0],ecx
7 59 pop ecx
7 5F pop edi
7 5E pop esi
7 5B pop ebx
7 c9 Teave
7 c3 ret
7 cC int3
7 cC int3
7 cC int3
7 cC int3
7 cC int3
7 cC int3
7 8BFF mov edi,edi
7 55 push ebp
7 8BEC mov ebp,esp
7 83E4 F8 and esp,FFFFFFF8
7 81EC 70010000 sub esp,170
7 Al 70432€77 mov eax,dword ptr ds:[772E4370]

ntdl1.772693D1

. text:772693C8 ntd11.d11:5BI3CE #BETCS




Step 2: Navigate to the Program Entry Point

Instructions:

1. Run to the program's actual entry point:
o Press F9 (or click the blue Run button »)
o The debugger will execute through system initialization and pause at the
program's first instruction
2. Verify you're at the correct location:
o The title bar should now show "Module: CrackMe1.exe"
o You should see the program's actual code, not system libraries

What just happened: You allowed Windows to finish loading the program, and now you're at
the Address of Entry Point (AEP) where the actual program code begins.
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55 push ebp OptionalHeader.AddressOfEntryPoint
89E5 mov ebp,esp
83EC 08 sub esp,8

C70424 01000000
FF15 F8814400
E8 C8FEFFFF

mov dword ptr ss:|fespll,1

c€all dword ptr ds:[<__set_app_type>]
call crackmel.401100

nop

Tea esi,dword ptr ds:[esi]

[esp]:BaseThreadInitThunk+19

90
8DB426 00000000 esi:EntryPoint

55

89E5

83EC 08

C€70424 02000000
FF15 F8814400
E8 ASFEFFFF

90
8DpB426 00000000

55
880D 38824400
89E5
5D
~ FFE1
807426 00
55

880D 20824400
89E5

5D

push ebp

mov ebp,esp

sub esp,8

mov dword ptr ss:|lespll,?

call dword ptr ds:[<__set_app_type>]
call crackmel.401100

nop

Tea esi,dword ptr ds:[esi]

push ebp

mov ecx,dword ptr ds:[<atexit>]
mov ebp,esp

pop ebp

jmp ecx

Tea esi,dword ptr ds:[esi]

push ebp

mov ecx,dword ptr ds:[<_onexit>]
mov ebp,esp

pop ebp

[esp]:BaseThreadInitThunk+19

esi:EntryPoint
ecx:EntryPoint
ecx:EntryPoint
esi:EntryPoint

ecx:EntryPoint




Step 3: Search for Interesting Strings

Instructions:

1. Open the string reference search:
o Right-click anywhere in the CPU window
o Select "Search for" — "Current Module" — "String references"
2. Analyze the strings list:
o Look for strings that suggest password validation:
m "Correct password"
m  "Wrong password"
m "Access granted"
m "Access denied"
m Any other success/failure messages
3. Select a promising string:
o Double-click on a string that seems related to the password check
o This will take you to the code location where that string is referenced

Why strings matter: Password validation routines typically display messages to the user.
Finding these messages leads us directly to the validation logic we want to bypass.
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55 push ebp OptionalHeader.AddressOfEntryPoint
89E5 mov ebp,esp | B
00401223 83EC 08 sub esp,8 . £
00401226 70424 01000000 mov dword ptr ss:[lespll,1 [esp]:BaseThreadInitThunk+19 E
0040122D FF15 F8814400 a1l dword ntr ds:T< set_app_type>] E
00401233 E8 C8FEFFFF [l Binary v £
E
00401238 90 I Copy v | . . £
00401239 8DB426 00000000 i] esi:EntryPoint
00401240 55 O |BEzns ' £
00401241 89E5 Wy Follow in Dump » 4
00401243 83eC 08 [  Follow in Disassembler ’ ] :
6 A esp]l:BaseThreadIni unk+
00401246 C70424 02000000 m - - [esp]:BaseThreadInitThunk+19 2
0040124p FF15 F8814400 »e  FolowinNemory Kap t_app_type>]
00401253 E8 ABFEFFFF @ Grph g 3
00401258 90 &0 Help on Symbolic Name vl ) .
00401259 8DB426 00000000 Help on mnemonic CtrleF1 i] esi:EntryPoint G
00401260 55 o £
00401261 8BOD 38824400 2 Show mnemonic brief CtriseShift+F1 - taxit>] ecx:EntryPoint
00401267 89ES5 £ Highlighting mode H |
00401269 5D ; s
Edit columns...
l—@|0040126A | ~ FFE1 ecx:EntryPoint S
0040126C 807426 00 & Label Yl esi:EntryPoint e
00401270 55 & Comment : 2
88381%;} ggﬂlg 20824400 42 Toggle Bookmark Ctrl+D onexit>] ecx:EntryPoint =
77 E 5 R [
00401279 5D | 2
3
»
ebp=00G4FF84 2 (B ;
i Assemble Space
.text:00401220 crackmel.exe: $1220 #620 <OptionalHeader.AddressOfEnt -/;/ Patches CrlsP |
Woump1  @hpump2  @pump3  @pumps  @Hpumps @ watch 1 SSiEETS [;g‘;g;g‘;g return to kernelsz.s
Address | Hex ASCIT Set EIP Here Ctrl+* 0064FF80 (| 76A37890| kernel32. BaseThreadI
0064FF84 [L0064FFDC
e e o e R O e e e b S o =0 Create New Thread Here 00G4FFES [7721C3A8| return to ntd11.RT1T
= Goto » e
e s DEDE oogongen DE o 00647794 [ 00000000
0064FF 328 | 00000000
77as10s0 (50 6 o Search for ¥l f& Current Region v bocarcoc | o03e7000)
;;}g}ggg L01s = g OE T » % Current Module b &, Command Ctrl+Shift+F
;;igigﬁg fngg-E = %3_ E 4% AllUser Modules » iy Constant
I oeo|eatE s 7- 00 DO Z8 2, Al System Modules v L, String references Shift+D
7718100000 00 00 50 20 g 25 7710 sl araa 771 S, AllModules > 5 Intermodular calls
771B10F0 |46 15 C5 43|AS FE 00 8D|EE E3 D3 FO|06 00 00 00 Sy Pattemn Ctrl+Shift+B
Command: Commar separated (like assembly instructions) eax, ebx @ Gup
Paused | INT3 breakpoint "entry breakpoint™ at <crackme 1.OptionalHeader. AddressOfEntryPoint > (104012201 & MNames Ctrls N

Once you double-click a string, you'll be taken to the CPU disassembly view showing the code

that uses that string.

What to look for:

The code surrounding the string reference
Comparison instructions (CMP, TEST)
Conditional jump instructions (JE, JNE, JZ, JNZ)



address |Disassembly String A|String
mov dword ptr ss:[esp+4],crackmel. 440000 00440000 | "#2##

mov dword ptr ss sp+4] ,crackmel. 440013 00440013

mov dword ptr ss:[esp+4],crackmel. 440026 00440026 | "Created For Lab#

mov dword ptr ss sp+4] ,crackmel. 440038 00440038 "-——-m——m—m - "

mov dword ptr ss spt+4] , crackmel. 44004A 00440044 "This is my Tirst crackme™

mov dword ptr ss sp+4] ,crackmel. 440064 00440064 | "so dont think it would be too hard”

mov dword ptr ss spt+4] ,crackmel. 440087 00440087 | "to crack :P"

mov dword ptr ss sp+4] ,crackmel. 440093 00440093 | "password is ONLY numbers!"™

mov dword ptr ss:[esp+4],crackmel. 442730 00442730| "Password (hint: bypass me!)"

mov dword ptr ss:[esp+4],crackmel. 4400838 00440088 | "Correct, good job! )"

mov dword ptr ss sp+4] , crackmel. 4400CE 004400CE | "wrong!"

mov dword ptr ds ax] ,crackmel. 442500 00442500 | "028"

mov dword ptr ds 004425D0 | "02@"

mov dword ptr ds 00442500 | "028"

mov dword ptr ds 004425D0 | "02@"

## Crackmes#l”

B
3

o
3

mov dword ptr ds ax] ,crackmel. 442500 00442500 "028"
mov dword ptr ss spl ,crackmel. 440338 00440338 | "ios_base::_M_grow_words is not valid"
mov dword ptr ss:[esp],crackmel.440360 00440360 | "ios_base::_M_grow_words allocation failed”
1|mov eax,crackmel.4423F8 OD4423F8 | "@|C"
mov eax,crackmel.442368 004423658 "amc"
mov edi,crackmel.4423F8 004423F8( "@|C"
mov edx,crackmel. 442368 00442368 "amc"
mov dword ptr ss:[esp],crackmel.440448 00440448 | "locale: :_S_normalize_category category not found”
mov dword ptr ss:[esp]l,crackmel.440494 00440494 | "locale: :_Impl::_M_replace_facet”
)| mov eax,dword ptr ds:[440910] 00440910 | "THID"
mov dword ptr ss:[esp],crackmel.4404B64 00440484 | "basic_string: :_M_replace_aux”
mov eax,dword ds: [440910] 00440910 | "THID"
mov dword ptr spl ,crackmel. 440464 00440464 | "basic_string: : _M_replace_aux™
O|mov dword ptr ss:[esp],crackmel.4404B4 00440464 | "basic_string: :_M_replace_aux"

Step 5: Set a Breakpoint

Instructions:

1. Identify the key instruction:
o Find the conditional jump (JNE, JZ, etc.) that determines success or failure
o This is typically right after a comparison instruction
2. Set a breakpoint:
o Click on the instruction you want to break at
o Press F2 (or click in the left margin)
o The instruction line should be highlighted (usually red or a different color)

Why set a breakpoint: This allows you to pause execution at the critical decision point so you
can observe the program's behavior before patching.
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C/74424 04 30274400
C70424 c0334400

E8 06AD0300

8D45 FC

894424 04

C70424 60344400

E8 BB6GD0200

81/D FC 6CES977F
75 36

C74424 04 18804300
C70424 c0334400

E8 2E8C0200

C74424 04 B8004400
C70424 c0334400

E8 C2AC0300

C70424 60344400

E8 AE460200

EB 34

C74424 04 18804300
C70424 c0334400

E8 F88B0200

C74424 04 CE004400
C70424 c0334400

E8 8CAC0300

C70424 60344400

E8 78460200

oom
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mov dword ptr ss:[esp:id],crackmel.44273
mov dword ptr ss:|lesplll,crackmel.4433c0
call crackmel.43C248

Tea eax,dword ptr ss:[lebp-4]

mov dword ptr ss:|lesp+4],eax

mov dword ptr ss:[lespl],crackmel.443460
call crackmel.428310

cmp dword ptr ss:|lebp-40,7F97E56C

jne crackmel.401594

mov dword ptr ss:|lesp+4[],crackmel.43B01
mov dword ptr ss:|flespl],crackmel.4433c0
call crackmel.42A1A0

mov dword ptr ss:|[lesp+4[l],crackmel. 44008
mov dword ptr ss:|lespll,crackmel.4433c0
call crackmel.43C248

mov dword ptr ss:|lespll,crackmel.443460
call crackmel.425c40

jmp crackmel.4015C8

mov dword ptr ss:|lesp+4[],crackmel.43B01
mov dword ptr :llespll,crackmel.4433c0
call crackmel.42A1A0

mov dword ptr ss:|[lesp+4l],crackmel.4400CH
mov dword ptr ss:|lespl],crackmel.4433c0
call crackmel.43C248

mov dword ptr ss:|lespll,crackmel.443460

442730: "Password (hint: bypass mel)"™

[esp]:BaseThreadInitThunk+19
[ebp-047]:BaseThreadInitThunk
[esp]:BaseThreadInitThunk+19

[ebp-04]:BaseThreadInitThunk

[esp]:BaseThreadInitThunk+19

4400B8: "Correct, good job!
[esp]:BaseThreadInitThunk+19

[esp]:BaseThreadInitThunk+19

[esp]:BaseThreadInitThunk+19

4400CE: "wrong!"
[esp]:BaseThreadInitThunk+19

[esp]:BaseThreadInitThunk+19

call crackmel.425C40

.y

Step 6: Execute Line by Line

Instructions:

1. Run to the breakpoint:
Press F9 to run the program
The program window will appear asking for a password
Enter any password (even a wrong one like "test123")
o Execution will pause at your breakpoint
2. Step through the code:
o Press F8 (Step Over) or click the "Step Over" button
o Watch the instruction pointer move line by line
o Observe which path the code takes after the jump

o O O

What to observe:

e Before the jump: Check the flags register (especially ZF - Zero Flag)

e The jump instruction (e.g., JNE 00401234)

e Whether the jump is taken (wrong password path) or not taken (correct password path)

Understanding the Jump Instruction:
Common jump instructions:

e JE/JZ-Jump if Equal / Jump if Zero




e JNE /JUNZ - Jump if Not Equal / Jump if Not Zero
e JA -Jump if Above
e JB - Jump if Below

In this case, you'll likely see JNE (Jump if Not Equal), which means:

o If the password is wrong — jump to error message
e If the password is correct — continue to success message
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Cc74424 04 93004400 mov dword ptr ss:[espi4],crackmel.440097440093: "password is ONLY numbers!™
C70424 c0334400 mov dword ptr ss:[lesplll,crackmel.4433cC0
E8 52AD0300 call crackmel.43c248
C74424 04 18804300 mov dword ptr ss:[lesp+4[ll,crackmel.43B01
890424 mov dword ptr ss:|[espll,eax
E8 9ABc0200 c€all crackmel.42A1A0
Cc74424 04 1804300 mov dword ptr ss:|[lesp+4l],crackmel. 43801
C70424 c0334400 mov dword ptr ss:[lespll],crackmel.4433c0
E8 868C0200 call crackmel.42A1A0
C74424 04 18804300 mov dword ptr ss:[lesp+4[ll,crackmel.43B01
C70424 c0334400 mov dword ptr ss:|[lesplll,crackmel.4433C0
E8 728c0200 c€all crackmel.42A1A0
Cc74424 04 30274400 mov dword ptr ss:|lesp+d4lll,crackmel.44273(442730:""Password (hint: bypass me!)"
C70424 c0334400 mov dword ptr ss:[lespll],crackmel.4433c0
E8 06AD0300 call crackmel.43c248
8D45 FC lea eax,dword ptr ss:[lebp-4]
894424 04 mov dword ptr ss:|[lesp+d]l,eax
C70424 60344400 mov dword ptr ss:[lespll],crackmel.443460
E8 BB6D0200 call crackmel.428310
817D FC 6CE5977F cmp dword ptr ss:|[lebp-4[l,7F97E56C
~ 75 36 jne crackmel.401594
C74424 04 18804300 mov dword ptr ss:[lesp+4ll,crackmel.43B01
C70424 c0334400 mov dword ptr ss:|[lesplll,crackmel.4433C0
E8 2E8C0200 c€all crackmel.42A1A0
Cc74424 04 8004400 mov dword ptr ss:|lesp+4ll,crackmel.44008§4400B8: "Correct, good job! :)"
C70424 c0334400 mov dword ptr ss:[lesplll,crackmel.4433c0

We can see the JNE opcode, which will make the jump based on whether the entered password
is true or not. This will be determined based on the comparison instruction in the line before the
jump
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00401542 8D45 FC Tea eax,dword ptr ss:[lebp-4]
0 894424 04 mov dword ptr ss:|[lesp+4]],eax
C70424 60344400 mov dword ptr :llespll, crackmel. 443460
E8 BB6D0200 call crackmel.428310
817D FC GCE5977F cmp dword ptr ss:|[lebp-40,7F97E56C
g ——— ~r75 36 jnel crackmel. 401594

1 Cc74424 04 18804300 mov dword ptr ss:|[lesp+4[},crackmel.43B01

I C70424 c0334400 mov dword ptr ss:|[espll,crackmel.4433C0

1 E8 2E8C0200 c€all crackmel.42A1A0

I c74424 04 B8004400 mov dword ptr ss:|lesp+4[l,crackmel.44008§4400B8: "Correct, good job! :)"

1 C70424 c0334400 mov dword ptr ss:[llespl],crackmel.4433c0

[ E8 C2AC0300 call crackmel.43C248

I C70424 60344400 mov dword ptr ss:[lespll,crackmel.443460

1 E8 AE460200 call crackmel.425c40

I ~|EB 34 jmp crackmel.4015¢C8

———3 Cc74424 04 18804300 mov dword ptr :[lesp+4l,crackmel. 43801
C70424 c0334400 mov dword ptr Bespll,crackmel.4433c0
E8 F88B0200 call crackmel. 1A0
C74424 04 CeE004400 mov dword ptr Besp+4ll,crackmel . 4400CE4400CE: "wWrong! "
C70424 c0334400 mov dword ptr :llespll,crackmel.4433c0
E8 8cAc0300 call crackmel.43C248
C70424 60344400 mov dword ptr ss:[lespll,crackmel.443460
E8 78460200 call crackmel.425C40
C70424 60344400 mov dword ptr ss:[lespll,crackmel.443460
E8 6C460200 call crackmel.425c40
B8 00000000 mov eax,0

Step 7: Patch the Jump Instruction

Instructions:

1. Position at the jump instruction:
o Click on the line containing JNE (or similar conditional jump)
2. Open the assembly editor:
o Press Space bar
o An "Assemble at offset” window will appear
3. Change the instruction:
Original: JNE xyz (Jump if Not Equal)
Type: NOP (No Operation)
Check the box: "Keep Size" (very important!)
Click OK

O O O O

Why "Keep Size"? The JNE instruction is 2 bytes (opcode 75 XX). When you replace it with
NOP, the debugger will use two NOP instructions (96 90) to maintain the same size. This
prevents breaking the program's structure.
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00401542 8D45 FC Tea eax,dword ptr ss:[ebp-— 4]
00401545 894424 04 mov dword ptr ss:|[[esp+4[],ea:
00401549 C70424 60344400 mov dword ptr ss:|fespl], (lackmel 443460
00401550 E8 BB6D0200 €all crackmel.428310
817D FC 6CES977F cmp dword ptr ss:|[ebp-4]],7F97E56C
FF———— 175 36 e’ crackmel.401594
0040155E c74424 04 18804300 mov dword ptr ss:|lesp+4],crackmel.43B01
900401566 C70424 c0334400 mov dword ptr ss:|lespll,crackmel.4433c0
€|0040156D E8 2E8C0200 call crackmel.42A1A0
900401572 c74424 04 B8004400 mov dword ptr ss:|lesp+4ll,crackmel.440084440088: "Correct, good job! :)"
@0040157A C70424 C0334400 mov dword ptr ss:|lespll,crackmel.4433c0
€|00401581 E8 C2AC0300 call crackmel.43C248
900401586 C70424 60344400 mov dword ptr ss:|lespll,crackmel. 443460
€|0040158D E8 AE460200 €all crackmel.425C40
401592 | ~|EB 34 jmp crackmel.4015C8
00401594 C74424 04 18804300 mov dword ptr ss:|lesp+4]]l,crackmel. 43801
90040159C C€70424 C0334400 mov_dwoj
€(004015A3 E8 F8880200 call cri 7 et t o0t 5 %
@|004015A8 C74424 04 CE004400 mov dwo|
900401580 C€70424 €0334400 mov_dwo| "%
€/00401587 E8 8CAC0300 €all cri Greepsze (IFInthnPs O Xeparse © asmit Cancel
4|004015BC C70424 60344400 mov dwo| |
€(004015¢3 E8 78460200 call cr Trstruction smaller by 1 ¥t |
—@004015C8 C70424 60344400 mov dwol .
€|004015CF E8 6C460200 call (rackmel 425C40
900401504 B8 00000000 mov eax,

Hide FPU

EAX  00%43160
EBX 00004000
ECX 00000000
EDX 00000000
ESP  00G4FF23
ESF  DDG4FFOD
ESI 00401220
EDI 00401220

crackme1, 00443460

P
<crackmei. OptionalHeader. Add
<crackme1.0ptionaleader. Add
EIP  0040155C crackme1,0040155¢
EFLAGS 00000395
ZEO PF1 AF 1
OF 0 SF1 DF O
CFL TF1 IF1

LastError 00000000 (ERROR_SUCCESS)
Laststatus CODODD34 (STATUS OBIECT_NAME_NOT_FOU

GS 0028 FS 0053
ES 0028 DS 0028
cs 0023 ss 0028

ST(0) 0000DOODODOODO0D000D XE7FO EMPTy 0.000000
ST(1) 00000000000000000000 XS7FL EMPTY 0.000000
ST(2) D0D0DOODODDODO0D0D0D XB7rZ EMPT 0.000000
ST(3) D0D0DOODODOODODD000D XE7Fr3 EMPTy 0.000000
ST(4) 00000000000000000000 X874 EMPTY 0.000000
ST(5) 0000DOODODDODOOD000D XB7F5 EMPT 0.000000

v'5

1i [esprd] DOG4FF2+ 0G4FF24
2; [espre] 00ADISE0 00ADISE0 &"ALLUSERSPROFILE=(
3i [esp+C] 00401385 crackmel.004

Feehri01 00401220 cor ackmer - optianalHeader . &c

e

Jump is taker
Crackme1: 00301554

[esp+14] 0DE4FFSC 0DGFFSC

You can see now that the instruction changed to 90, which is NOP (Do nothing)

Right-click and select the Patches option
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00401542 8D45 FC Tea eax,dword ptr ss:[[ebp-4]
00401545 894424 04 mov dword ptr ss:|[[esptd],eax
00401549 C70424 60344400 mov dword ptr ss:|[[espl, Uackmel 443460
00401550 E8 BB6D0200 €all crackmel.428310
817D FC 6CE5S977F cmp dword ptr ss:|lebp-40,7F97E56C
g— 90 nop
0040155D 36:c74424 04 18804300 |mov dword ptr ss:[esp+4],crackmel.43801.
00401566 C70424 c0334400 mov dword ptr ss:|lespll,crackmel.4433C0
E8 2E8C0200 call crackmel.42A1A0
c74424 04 B8004400 movs Auwnrd nte cc-lacn Al crackmel.4400844400B8: "Correct, good job! :)"
C€70424 c0334400 [l Binary * lackmel.4433c0
E8 C2AC0300 " Copy »
00401586 C70424 60344400 RN - , [ckmel. 443460
0040158D E8 AE460200 reakpain
00401592 ~ EB 34 Wy Follow in Dump G
00401594 C74424 04 18804300 [ rFollowin Disassembler + [crackmel. 43B01.
0040159c¢ C€70424 c0334400 Jomg) fackmel . 4433c0
00401543 |  EB FBBBO200 R
004015A8 €74424 04 CE004400 @ Graeh < fcrackmel.4400CE4400CE: "wrong! "
00401580 C€70424 c0334400 [ Help on mnemenic Ctrl+F1 fackmel . 4433c0
00401587 E8 BCAC0300 1 Show mnemonic brief ChrlsShift+ F1
004015BC C70424 60344400 ) [ v - fackmel. 443460
004015¢3 E8 78460200 < Highlighting mode
004015c8 Cc70424 60344400 Edit columns... fckmel . 443460
004015CF E8 6C460200 A Label »
004015D4 B8 00000000 -
& Comment :
dword ptr ss: [espr04]=[00G4FF04]=0064FF24 £ Toggle Bookmark Ctrl+D
crackmel. 00438018 T b
§1  Trace coverage
.text:0040155D crackmel.exe:$155D #35D
WWoump1 @Woump2 @Woump3  @Woump4  @oumps @ watch 1 /' Analysis ' D Daazaen | crackmel. dndd3den
address [nex : AsCIL 8§ Asemble Space DOSATroc | 00401388 | renirn T eradkmer (
R " i el s R
EZABI020] 52 18 -7 .0 L ZE 1E 00G4FF18| 00000037
;;}gigig n‘g * 0064FF1C | 00000008
22 D0 28 77) .w. SetEIRL e T 0064FF20 | 00000010
FiRtnen a a0 na no 0o oo e 00547724 00003018

Now the program will never jump to the "wrong passwor

' code, regardless of what you enter!



Step 8: Review Your Patches

Instructions:

1. Open the patches window:
o Right-click anywhere in the CPU window
o Select "Patches"
2. Verify the patch:
o You should see your modification listed
3. Select patches to apply:
o If you made multiple patches, click "Select All"
o If only one patch, it should already be selected

pd job! :)" EFL

Step 9: Save the Patched File

Instructions:

1. Apply patches to file:
o Click the "Patch File" button in the Patches window
2. Choose save location:
o A "Save As" dialog will appear
o Recommended naming: Add a suffix to indicate it's patched

8 crackmel.exe - PID: 2888 - Module: crackme?.exe - Thread: Main Threac
itanEngine}
DE 0l ¥ wd tall =@ £ # A E B Fohedforupdates
B ceu L4log [ Notes ® Breakpoints B MemoryMap () CalStack =@ SEH |9/ Saipt %] Symbols <7 Source £ References W Threads M Handles
8D45 FC Tea eax,dword ptr ss:[[ebp-4]
894424 04 mov dword ptr ss:|[esp+4]],eax
C70424 60344400 mov dword ptr ss:|lespl,crackmel.443460
E8 BB6D0200 call crackmel.428310
817D FC BCE5S977F cmp dword ptr ss:|[febp-4[,7F97E56C
90 nop
36:C74424 04 18804300 mov dwor . Paiches
C70424 0334400 mov dwor
E8 2E8C0200 call cra Modules Patches
C74424 04 B8004400 mov dwor
70424 0334400 mov dwor| |crackmel.exe B  010040155C:75->90
E8 C2AC0300 call cra
C70424 60344400 mov dwor
E8 AE460200 call cra
+ EB 34 jmp crac
C74424 04 18B04300 mov dwor
C70424 0334400 mov dwor
E8 F88B0200 call cra
C74424 04 CE004400 mov dwor
C70424 0334400 mov dwor
E8 8CAC0300 call cra
C70424 60344400 mov dwor
E8 78460200 call cra
C70424 60344400 mov dwor
E8 6C460200 call cra
B8 00000000 mov eax,
dword ptr ss:[esp+04]1=[0064FF04]1=0064FF24
crackmel.0043B018
.Text: 00401550 crackmel.exe:$155D #95D
@Woump1  @pump2z  @Mpump3  @Whoump4  Houmps @ wach1i  kellocals s Select Al Deselect Al Restore Selected
Hi ASCTT |
1?00 00 00[00 00 00 00[R8 19 1B 77140 00 00 V& .. Export Pick Groups Patch File
00 00 00 00|00 00 00 00|14 Q0 16 00 taw
00 00 02 00 8C ©9 1B 77110 €2 JE 77100 58 1E
g R i 1

143460

I crackmel. 00443460

ID64FF24
}0AD 15 80
10401385
}0401220
1064FF5C

00000037
00000008

&"ALLUSERSPROFILE=C:\'
return to crackmel.00¢
crackmel.Entrypoint



m Original: CrackMe1.exe
m Patched: CrackMe1_patched.exe or CrackMel1_p.exe
3. Confirm success:
o You should see a message: "Patching was successful” or similar
o Click OK

Important: The original file remains unchanged. You now have two versions:

° CrackMe1 .exe - Original (still checks password)
° CrackMel_patched.exe - Modified (bypasses password check)

& Patches
Modules Patches
crackmel .exe [ ] 010040155C:75->80
i@ Information b
0 11 patch(es) applied!
Select Al Deselect Al Restore Selected
Import Export Pick Groups Patch File

| saved my file as crackme1_p.exe



= O X

crackmel ES +
(= ™ G 0 > Downloads > crackmel Search crackme1 Q
® New 5 1] )] = m| Tl Sort = View s B Details
A Home MName Date modified Type Size
Today
| Gallery y
[® crackmel_p.exe 11/18/2025 7:24 AM Application 465 KB
@ OneDrive

A'long time ago

W] crackmel.exe 2777202

Application 465 KB
Gl Desktop

+ Downloads

4 Documents

Open a command line and run the patched file

Cc\Windows\System32\cmd.e X + -

C:\Users\User\Downloads\crackmel=>
HHHHEEE Crackmeifl

Created For Lab#6
This is my first crackme
so dont think it would be too hard

to crack :P

password is ONLY numbers!

Password (hint: bypass me!)|

Enter any password, even a wrong one, and it should work!



CAWindows\System32\cmd.e X + | =

C:\Users\User\Downloads\crackmel>
#iE Crackme#fl

This is my first crackme
so dont think it would be too hard
to crack :P

password is ONLY numbers!

Password (hint: bypass me!

Correct, good job! :)
C:\Users\User\Downloads\crackmel>

Lab Questions & Analysis

Question 1: Understanding the Patch
Q: Why did replacing JNE with NOP bypass the password check?

A: The JNE instruction jumps to the "wrong password" code path when the comparison fails. By
replacing it with NOP (No Operation), the program never takes that jump and always continues
to the "correct password" code path.

Question 2: Alternative Patches

Q: What other ways could you patch this program to achieve the same result?

Possible answers:

e Change JNE to JE (invert the condition)

e Change JNE to JMP to always jump to the success path

e Modify the comparison instruction to force a successful comparison
e Patch the string to change "Wrong" to "Correct"



Question 3: Detection and Prevention

Q: How might a programmer prevent this type of patching?

Possible answers:

Code integrity checks (checksum/hash verification)
Anti-debugging techniques

Code obfuscation

Encrypted/packed executables

Server-side validation

Multiple validation checks throughout the code
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